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Abstract

Sensitive information like financial data, personal information and personal identities are more likely
to be revealed due to the explosive growth of digital documents. The majority of traditional methods
for redacting data are labor-intensive and manual, which often leads to errors and lack of data
protection. An automated redaction system based on artificial intelligence that can effectively identify
and redaction of sensitive information from digital documents and photos. To protect privacy and
security, the system automatically redacts sensitive data after identifying it using machine learning
techniques. An efficient and scalable solution is built by using technologies like Python, MongoDB,
and web frameworks. This helps in increasing data protection, decreases manual work and improves
accuracy in digital documents.

Keywords: Automated Redaction, Sensitive information detection, Data privacy, Document security,
Optical character recognition.

1. Introduction

In the current digital world, a huge number of documents are generated, shared and stored
electronically. Which increases the chances of leaking sensitive information like personal details,
financial data and etc. Traditional redaction methods are mostly requiring a lot of time. This method
is not efficient enough for redacting documents. Moreover, the traditional method involves a high
chance of error due to human involvement. Therefore, to address this issue, a proposed automated
redaction system based on artificial intelligence has been presented that will help in the efficient
redaction of documents containing sensitive information like machine learning, image processing and
optical character recognition. This proposed method will help in increasing the efficiency of the
redaction method by automating the process. This will help in improving the security level of data in
digital document management systems. The usage of digital technology has increased in
organizations over the past few years. This has increased the need for maintaining the privacy of the
data that is being shared on digital platforms. Personal identification numbers, addresses, financial
data, etc., need to be maintained properly before being shared on digital platforms. An automated
redaction system helps organizations maintain the privacy of their data by efficiently identifying the
data that needs to be redacted. This system has integrated different technologies that help in
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efficiently processing the data. This has reduced the chances of errors that might occur during the
traditional method of redaction. Moreover, this method is efficient enough for redacting a number of
documents at a given point in time.

Literature Survey

Google Cloud [1] developed a Sensitive Data Protection system that helps automatically find and
hide sensitive information in large datasets. Their approach combines pattern matching with machine
learning techniques to detect data like personal details and confidential records. It is especially useful
for handling large-scale data efficiently in cloud environments.

Adobe Systems [2] provides redaction features in tools like Adobe Acrobat, where users can manually
or semi-automatically remove sensitive content from documents. The system mainly works based on
keyword searches and user selection. While it is useful for simple tasks, it still depends a lot on
human effort and may not work well for complex or hidden information.

Li H., Kumar A., and Wang Y. [3] focused on improving privacy protection using Natural Language
Processing (NLP). Their work tries to understand the meaning of the text rather than just looking for
fixed patterns. By using techniques like entity recognition and context analysis, their system can
identify sensitive information more accurately, even when it is not clearly structured.

Recent research using models like BERT [4] has further improved how systems understand text.
These models can analyze the context of words in a sentence, which helps in detecting sensitive data
more effectively. The process usually includes steps like text preprocessing, feature extraction, and
classification to get better results.

Some studies [5] also focus on handling images and scanned documents by combining OCR (Optical
Character Recognition) with machine learning. OCR helps in extracting text from images, and then
NLP techniques are applied to detect sensitive information. Along with this, image processing
methods like face detection and segmentation are used to hide sensitive areas in images.

. Methodology

a. Data Input
The process starts when the user uploads a document through the system interface. The system
supports multiple formats such as text files, PDFs, and images.

b. File Validation
The uploaded file is checked to ensure it is in a supported format and is safe to process. Invalid or
unsupported files are rejected at this stage.

c. Data Classification
The system identifies whether the file is a text-based document or an image/scanned document.
Based on this, it decides the next processing steps.

d. Text Extraction
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For images or scanned documents, Optical Character Recognition (OCR) is used to extract text.
This converts non-editable content into machine-readable text.
Text Preprocessing
The extracted or original text is cleaned and prepared using steps like removing noise,
tokenization, and normalization. This helps improve accuracy in later stages.
Sensitive Data Detection (NLP)
Using Natural Language Processing (NLP) and Named Entity Recognition (NER), the system
identifies sensitive information such as names, addresses, IDs, and other personal data.
Image-Based Detection
If the input contains images, the system applies computer vision techniques. Face detection (Haar
Cascade) and segmentation models (like U-Net) are used to find sensitive visual content.
Redaction Processing
Once sensitive data is detected, the system applies redaction based on user choice:

e Black boxes

e Blurring

e Pixelation
Output Generation
Finally, the system generates the redacted document and provides it to the user in the same format
as the input file.

4. Algorithm

1. Named Entity Recognition (NER)
e Used to detect sensitive text like names, locations, IDs, etc.
e Based on Natural Language Processing (NLP)
e [tuses GLINER-based NER
o Itidentifies entities from sentences using context, not just patterns
2. OCR (Optical Character Recognition)
e Converts images or scanned documents into text
e Common algorithm: Tesseract OCR
e [t converts visual text into actual text so that further processing (like NER) can be applied.
3. Haar Cascade
e Used for face detection in images
o Fast and efficient for real-time detection
4. Redaction Algorithm (Custom Logic)
e Applies different methods:
e Black boxes
e Blurring
e Pixelation
5. Results
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Fig 2: Redaction Process
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view providing solutions for modular, large- scale, scalable policy generally little todo with data semantics.
composition and interaction.
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[N users and applications are free to declare and use their own tags and
attributes.
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N semantically rich informationis retained. focuses on the description of

identity; mandatory access control (D, which bases access decisions on information structure and content as opposed to its presentation. Presentation
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control , which bases access decisions on the roles played by users in Language), which is also a W3C standard for expressing how -based
the models. We now briefly present the main characteristics of these _ data should be rendered.

Since [Jll documents can be used instead of traditional relational databases
Discretionary Access Control: for data storage and organization, it is necessary to think of a security system

for [l documents protection. In this chapter, we will focus on access
Fig 3: PDF Format

Fig 4: Image Format

After the user uploads PDF files or images into the system, the redactIT platform begins
processing the input data to identify sensitive information. For image-based and scanned PDF
documents, the system first extracts textual content using Tesseract OCR.
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The processed text is then analyzed using Natural Language Processing (NLP) techniques. A
Named Entity Recognition (NER) model is applied to identify sensitive entities such as names,
addresses, identification numbers, and other confidential information.

After detecting all sensitive elements, the system applies appropriate redaction methods such as
black boxes, blurring or pixelation based on user preferences. Finally, the redacted document is
generated and returned to the user while preserving the original format and structure.

6. Conclusion

The automated redaction system is a way to keep sensitive information in documents safe. It uses
tools to find and hide secret data like names, phone numbers and email addresses. Users can
upload their documents to a website. Get them back with the secret parts hidden really fast. This
system is helpful because it does the work for us. We do not have to spend a lot of time hiding
information by ourselves. The system uses the internet and special text analysis tools to work with
different kinds of documents.

7. Future Scope

The system can be improved to support more advanced detection of sensitive information using
machine learning techniques. The system can also be improved to work with types of documents
and bigger sets of data. Another thing that can be done is to make the system better, at finding and
extracting text and sensitive data. The automated redaction system can also be connected to cloud
storage and security systems to make it easier to access and keep data safe. The automated
redaction system will be able to protect information in documents even better.
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