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Abstract— system is evaluated on benchmark video

forgery  datasets containing  frame-

Video forgery has become increasingly duplication, frame-deletion, splicing, and

common due to advancements in editing copy—move

tools and the widespread distribution of

manipulations.  Experimental  results

digital media. Detecting manipulated video

content is essential for  ensuring demonstrate that the DNN outperforms

authenticity in surveillance, journalism,
entertainment, and legal investigations.
Traditional video forensic techniques rely
heavily on handcrafted features, which
often fail against modern, complex
manipulations. This paper presents a Deep
Neural Network (DNN)-based framework
for detecting video forgery by analyzing
spatial and temporal inconsistencies in
video frames. The proposed approach
extracts deep features using convolutional
layers and models temporal dependencies

using sequential learning layers. The

conventional models in terms of accuracy,
generalization, and detection robustness,
achieving 94-96% accuracy depending on
the manipulation type. Confusion matrix
analysis confirms minimal false positives,
proving its reliability in real-world
scenarios. The proposed system provides a
scalable and automated solution for

modern video forensic applications.

Video
Networks,
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Frame Duplication, Splicing, Copy—Move,
Temporal Analysis, CNN.

I. INTRODUCTION

The rapid growth of digital media and
video-sharing platforms has increased the
potential for content manipulation. With
advanced editing software, individuals can
modify or fabricate video content with

minimal  technical  expertise.  Such
manipulations pose serious threats,
especially in criminal investigations,

security surveillance, journalism, and legal
proceedings. Detecting video forgery is
challenging due to the high flexibility of
video editing techniques and the subtle
artifacts they leave behind. Traditional
video forensic methods rely on examining
visual distortions, inconsistencies in
metadata, compression analysis, or motion
irregularities. However, these approaches
often struggle with highly compressed
videos,

complex manipulations, and

realistic edits.

Deep learning has emerged as a powerful
tool for automated feature extraction and
pattern recognition. Unlike handcrafted
features, Deep Neural Networks (DNNSs)
can learn spatial and  temporal
characteristics directly from data, making
them highly effective for video integrity

verification. In this work, we propose a
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DNN-based approach to detect various
types of video forgeries by analyzing
pixel-level inconsistencies and temporal
discontinuities. By utilizing convolutional
and temporal learning layers, the model
identifies  anomalies  that indicate
tampering. The proposed system aims to
provide a robust, scalable, and high-
accuracy method suitable for real-world

video forensic applications.

Il. RELATED WORK

Numerous video forgery detection
methods have been proposed in recent
years. Early approaches primarily relied on
handcrafted features such as optical flow
analysis, motion vector extraction, block
artifacts, and color inconsistencies. These
methods provided acceptable performance
for simple manipulations but failed to
generalize across different video types and
levels.

compression Frame duplication

detection methods often used phase
correlation or block comparison, but they
struggled with high frame similarity in
natural scenes. Splicing detection relied on
inconsistencies in illumination or edge
boundaries but was ineffective when

manipulations were carefully blended.

With the rise of machine learning, several
supervised classification models were

introduced, utilizing features such as SIFT,
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SURF,
Although

performance, their reliance on manual

and  statistical  descriptors.

these  models  improved

feature engineering limited robustness.
Deep learning-based approaches gained
popularity due to their ability to extract
complex patterns from data automatically.
Convolutional Neural Networks (CNNs)
demonstrated effectiveness in detecting
spatial inconsistencies, while Recurrent
Neural Networks (RNNs) were used to
identify temporal variations. More recent
hybrid  CNN-RNN

architectures for improved detection. Our

works integrate
work builds upon these advancements by
designing a DNN model combining spatial
and temporal feature learning, optimized

specifically for video forgery detection.

I11. METHODOLOGY

The proposed video forgery detection
framework follows a structured pipeline:
preprocessing, deep feature extraction,
temporal modeling, and classification. In
the first stage, input videos are resized,
converted into consistent frame formats,
and normalized to enhance learning
efficiency. Frame sequences are extracted
at fixed intervals to retain meaningful
information  while

temporal reducing

computation.
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For spatial feature extraction, a
Convolutional Neural Network (CNN) is
used as the primary backbone. The CNN
identifies pixel-level inconsistencies such
as unnatural edges, blending artifacts, or
texture variations that occur during
tampering. Multiple convolutional layers
with  ReLU batch

normalization are applied to enhance

activation and

feature learning.

To capture temporal anomalies, the
extracted features are forwarded to a Long
Short-Term Memory (LSTM) or Gated
Recurrent Unit (GRU) network. These
networks detect irregular frame transitions
caused by frame insertion, deletion, or
duplication. The temporal module outputs
a sequence

embedding  representing

forgery likelihood.

The final
Softmax function to categorize the video

classification layer uses a

as authentic or forged. Training is
performed using labeled datasets with a
categorical cross-entropy loss function.
The model

optimizer, and early stopping is used to

IS optimized using Adam

prevent overfitting.

IV.SYSTEM ARCHITECTURE
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V. RESULTS AND DISCUSSION

The experimental results further indicate
that the proposed DNN architecture
maintains stable performance even under
challenging real-world conditions such as
low lighting, motion blur, and heavy video
compression. These factors often degrade
visual quality and obscure tampering
traces, yet the model was able to retain
high detection capability due to its deep
hierarchical feature extraction. The
integration of normalization and dropout
layers also contributed to improved
generalization, preventing overfitting and
ensuring consistent performance across

unseen data samples.

In addition, the system demonstrated

strong adaptability to cross-dataset
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evaluation, where the model trained on one
dataset was tested on another. Despite
differences in video characteristics,
formats, and manipulation techniques, the
accuracy degradation was minimal. This
highlights the robustness of the learned
features and confirms that the model
captures intrinsic forgery patterns rather
than dataset-specific artifacts. Such cross-
domain reliability is essential for
deploying video forgery detection systems
forensic and

in  real-world security

applications.

The computational efficiency of the model

was also evaluated. Although deep
learning models are typically resource-
intensive, the proposed system achieved a
balance between accuracy and processing
time. By optimizing the network
architecture and reducing redundant layers,
the model was able to process video
frames at a reasonable speed, making it
suitable for near real-time applications.
Batch processing and GPU acceleration
further enhanced performance, enabling
faster inference without compromising

detection accuracy.

Moreover, an ablation study was
conducted to analyze the contribution of
different components of the model. The
results showed that removing temporal

layers (LSTM/GRU) significantly reduced
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detection accuracy, especially for frame

sequence  manipulations  such  as

duplication and deletion.  Similarly,

excluding deeper convolutional layers
impacted the model’s ability to detect fine-
This

confirms that both spatial and temporal

grained spatial inconsistencies.
learning components are critical for
achieving high-performance video forgery

detection.

The model’s resilience against adversarial
manipulations was also considered. Even
when subtle noise or perturbations were
introduced to disguise tampering, the
system maintained reliable detection
This

learned representations are robust and not

performance. indicates that the

easily fooled by minor alterations.

However, extremely sophisticated
forgeries generated using advanced
generative models may still pose

challenges, suggesting an area for future

improvement.

Finally, user-level evaluation and practical
testing demonstrated that the system can
be effectively integrated into real-world

applications such as digital forensics,

media verification, and surveillance

systems. The model provides clear

classification  outputs along  with

confidence scores, which can assist

analysts in making informed decisions.
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Overall, the proposed DNN-based video
forgery detection system proves to be a
highly accurate, efficient, and scalable
solution for identifying manipulated video

content in diverse scenarios.

Overall, the results confirm that integrating

spatial and temporal deep learning
significantly enhances forgery detection
performance. The DNN approach is faster,
more scalable, and more reliable than

traditional forensic techniques.

VI. CONCLUSION

This
learning—based

study presents a robust deep

framework for video
forgery detection using a combination of
spatial and temporal feature learning. The
proposed DNN model effectively identifies
types
including frame duplication,

multiple of video tampering,

deletion,
splicing, and copy-move manipulations.
By leveraging CNNs for spatial feature
extraction and LSTM/GRU networks for
temporal anomaly detection, the system
demonstrates strong accuracy, reliability,
and generalization across diverse video

datasets.

Experimental results show that the model
significantly outperforms classical forensic
methods, achieving up to 96% detection
accuracy. lIts ability to automatically learn

discriminative features from raw video
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frarm;wed for handcrafted
feature engineering, making it adaptable to
modern video editing techniques. The
framework can be applied to surveillance
systems, digital evidence verification,
media authentication, and misinformation

prevention.

Future work can extend this approach by
integrating  Transformer-based models,
enabling  real-time  detection, and
expanding the system to detect advanced
Overall, the

deepfake manipulations.

proposed system  demonstrates the
potential of deep learning to enhance the
reliability and trustworthiness of digital
content in media-rich

video today’s

environment.
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