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ABSTRACT

The rapid growth of Internet of Things (IoT) technologies has led to the widespread deployment of
connected devices across smart homes, industries, and urban infrastructures. The increasing volume and
heterogeneity of IoT data demand intelligent analytical systems capable of understanding device
behaviour and ensuring efficient management. Traditionally, loT device classification relied on rule-
based and statistical approaches, which struggled to handle high-dimensional data, resulting in low
accuracy, poor scalability, and limited adaptability to dynamic environments. As IoT ecosystems
evolved, the adoption of advanced Machine Learning (ML) techniques became essential to address
these limitations. This research presents an interpretable and efficient analytical framework for accurate
10T device classification. The proposed system integrates data preprocessing, exploratory data analysis,
and multiple Machine Learning (ML) models, including Gaussian Naive Bayes (GNB), Multinomial
Naive Bayes (MNB), and Decision Tree (DT), along with a hybrid Denoising Autoencoder Tree (DAE-
Tree) model that combines Denoising Autoencoder (DAE) and Greedy Tree (GT). To address class
imbalance, the Adaptive Synthetic Sampling (ADASYN) technique is incorporated, generating
synthetic samples for minority classes and improving model generalization. The hybrid model enhances
feature representation by capturing complex data patterns while maintaining interpretability through
tree-based decision structures. Experimental results demonstrate significant performance improvements
over traditional methods, with the DAE-Tree model achieving a highest accuracy of 1.0000 (100%),
outperforming GNB, MNB, and DT models. The system supports both real-time and batch prediction,
ensuring scalability and practical applicability. The significance of this study lies in its ability to
combine interpretability, balanced learning, and high predictive performance, making it suitable for
real-world IoT applications such as smart homes, industrial automation, and intelligent monitoring
systems.

Keywords: Internet of Things (IoT), loT device classification, data preprocessing, exploratory data
analysis, class imbalance handling, synthetic data generation, feature representation, interpretable
framework.

1. INTRODUCTION

The rapid expansion of IoT technologies across various sectors has significantly increased the risk of
large-scale cyber-attacks. In recent years, the number of active IoT device connections has grown
exponentially, with billions of devices deployed worldwide and projections indicating a dramatic rise
soon [1]. IoT devices encompass a wide range of hardware capable of communicating and interacting
over networks, including not only conventional smart devices such as smartphones and computers but
also everyday objects enhanced with connectivity. While this technological integration offers numerous
benefits, it also introduces serious security and privacy concerns due to the lack of robust security
mechanisms in many IoT devices [2].

One of the primary challenges in IoT security arises from the limited computational power and energy
constraints of these devices, which restrict their ability to implement advanced security protocols.
Furthermore, the wireless and autonomous nature of IoT systems makes them highly vulnerable to
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unauthorized access and cyber threats [3]. Attackers can exploit these vulnerabilities to gain control

over devices or extract sensitive information, making IoT ecosystems attractive targets for malicious
activities. To address these concerns, identifying and classifying IoT devices within a network has
become a critical task, as shown in figure 1. Accurate device identification enables network
administrators to detect abnormal behaviour and isolate compromised devices effectively [4, 5]. For
instance, if a device operates outside its intended functionality, such as a lighting device transmitting
unusual data, it can be flagged as suspicious, enabling further investigation and mitigation [6].

[ IoT Components ]
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Service Service l Understanding IoT |
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Application T Newerks
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Figure 1: [oT component and market forecasts.

Various approaches have been explored for loT device identification, broadly categorized into
individual device model identification and device type classification. The former focuses on
distinguishing devices based on hardware-level characteristics and manufacturing variations, while the
latter relies on analysing Behavioral patterns such as network traffic and operational activity [7-11].
ML techniques have been increasingly adopted in this domain to improve classification accuracy and
automate the detection process. However, existing methods often face challenges related to
computational complexity, scalability, and limited accuracy, highlighting the need for more efficient
and reliable solutions.

2. LITERATURE SURVEY

Traditional methods for passive device identification in network environments, such as port scanning,
are often time-consuming and require significant manual effort [12]. With the rapid growth of IoT
networks, ML techniques have emerged as effective solutions for analysing network traffic and
automatically classifying devices based on their Behavioral patterns. Network traffic analysis plays a
critical role in IoT device identification, as communication patterns provide valuable insights into
device behaviour and potential security threats.

Kawai et al. [13] utilized the support vector machine (SVM) algorithm to identify communication
devices by analysing traffic patterns. Their approach employed packet size and inter-arrival time as key
features to classify nine devices across six categories, achieving an accuracy of 88.3%. By incorporating
historical traffic features along with current data, they improved the classification accuracy to 94%.
Similarly, McGinthy et al. [14] proposed a neural network (NN)-based Specific Emitter Identification
(SEI) approach that uses raw in-phase and quadrature (IQ) signals to enhance [oT device security.

Ammar et al. [15] applied a decision tree classifier to identify 33 IoT devices using a combination of
flow-based features and textual data extracted from device descriptions. By integrating these feature
sets, they achieved an average accuracy of 98%. Meidan et al. [10] employed a random forest (RF)
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algorithm to classify IoT devices using labelled network traffic data, achieving 96% accuracy for
detecting unauthorized devices and 99% accuracy for authorized devices.

Miettinen et al. [16] introduced [oT SENTINEL, a system that identifies [oT devices by analysing
communication behaviour during the device setup phase. Using 23 extracted features and a random
forest classifier, the system achieved an identification accuracy of 81.5%. Sun et al. [17] developed a
comprehensive framework for identifying loT devices, traffic types, and cyber-attacks, where the RF
classifier achieved a high accuracy of 99.93%.

Feature selection plays a crucial role in improving ML model performance. Inadequate features may
lead to underfitting, whereas excessive features can result in overfitting and increased computational
cost [18]. To address this, several studies have incorporated feature selection techniques. For instance,
authors in [19] proposed an automated single-packet loT device classifier using a genetic algorithm
(GA) for feature selection, followed by classification using multiple algorithms, achieving over 95%
accuracy.

Tien et al. [20] compared unsupervised and supervised learning approaches for device identification.
Their results showed that K-means clustering was ineffective, whereas supervised models such as
artificial neural networks (ANN) and gradient-boosted decision trees (XGBoost) achieved accuracies
of 92.8% and 97.6%, respectively. A hybrid approach combining ANN and XGBoost achieved an
accuracy of 99.995% for anomaly detection.

Zhang et al. [21] employed the Relief feature selection algorithm with the K-nearest neighbours (KNN)
classifier to identify IoT devices, achieving an average accuracy of 95%. Further studies compared
multiple supervised algorithms, including KNN, RF, SVM, and multilayer perceptron, demonstrating
that RF consistently achieved superior performance with accuracies exceeding 99% [19].

3. PROPOSED SYSTEM

The proposed methodology establishes a structured analytical framework for IoT device classification
and Behavioral analysis using advanced ML techniques. The analytical pipeline begins with IoT data
acquisition and dataset organization, followed by data preprocessing and feature extraction. The
collected sensor data is transformed into a structured numerical format, enabling efficient analysis of
device characteristics such as activity patterns, signal attributes, and operational metrics. To handle data
imbalance and improve learning efficiency, preprocessing techniques are applied before feeding the
data into classification models.
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Figure 2: System architecture
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Multiple ML algorithms are utilized to perform device category prediction, ensuring comparative
evaluation and improved accuracy. Additionally, a hybrid analytical component is incorporated to
enhance feature representation and interpretability of results. A user interface facilitates interaction with
the system for data upload, model training, performance visualization, and prediction tasks, as

illustrated in Figure 2. A lightweight database manages authentication and system data, while a server
component enables real-time prediction and remote access. Continuous evaluation and retraining
mechanisms further enhance system adaptability and accuracy over time.

1. User Interface (Client Application): The system provides a web-based entry point designed for
seamless interaction between the user and the analytical engine.

e Accessibility: Offers a clean, intuitive dashboard for managing IoT workflows.

e Core Functions: Includes modules for secure login, batch dataset uploads, exploratory data
analysis (EDA), and real-time prediction.

e Data Entry: Users can manually input specific loT feature values or upload large-scale CSV
files for automated processing.

2. Flask Application Server: The Flask framework serves as the central nervous system, orchestrating
data flow across the entire pipeline.

¢ Routing Controller: Directs incoming HTTP requests from the UI to the appropriate backend
analytical modules.

e Service Management: Coordinates user authentication, model execution, and the delivery of
generated results back to the client.

e Scalability: Supports simultaneous real-time and batch prediction workflows to accommodate
distributed [oT environments.

3. SQLite Database (Authentication Storage): A lightweight, serverless database is integrated to
handle the system’s security and user management.

e Security: Stores usernames, encrypted password hashes, and user roles to prevent unauthorized
system access.

o Efficiency: Ensures rapid retrieval of profile information during login verification and session
management.

e Integration: Works natively with the Flask application layer to maintain secure, persistent user
sessions.

4. IoT Dataset (Device Data Collection): The framework utilizes structured loT data as its primary
intelligence source.

e Content: Contains sensor readings and operational parameters captured from various
categories of [oT devices.

e Supervised Learning: The dataset includes labelled categories, providing the "ground truth"
required for both training and rigorous model evaluation.

5. Data Preprocessing & Feature Engineering: Raw [oT signals are refined and balanced to maximize
the performance of the ML algorithms.

¢ Data Cleaning: Handles missing values and noise reduction to ensure data integrity.
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e Standardization: Normalizes numerical features to a uniform scale, preventing specific
sensors from disproportionately influencing the model.

e ADASYN: Addresses data imbalance by generating synthetic samples for minority device
classes, ensuring the model learns to identify rare devices as accurately as common ones.

6. ML Classification Models (Hybrid DAE-Tree): The analytical core employs a diverse suite of
algorithms to categorize devices, highlighted by a custom hybrid approach.

¢ GNB & MNB: Uses Gaussian and Multinomial Naive Bayes for probabilistic and frequency-
based classification.

e DT: Performs rule-based hierarchical classification for clear, interpretable logic.

e Hybrid DAE-Tree: The flagship model that utilizes a DAE for advanced feature extraction and
a GT classifier for final categorization.

e Comparative Analysis: Each model operates independently, allowing for a rigorous
performance comparison.

7. Prediction & Inference Module
The inference engine is designed for flexibility, catering to different industrial use cases.

e Dual-Mode Operation: Supports single-instance manual prediction and large-scale batch
dataset processing.

¢ Rich Output: Provides predicted device categories along with confidence scores to aid user
decision-making.

8. Visualization & Performance Analysis: The system translates complex numerical results into
actionable visual insights.

¢ Quantitative Metrics: Evaluates models based on Accuracy, Precision, Recall, and F1-score.

e Visual Analytics: Generates correlation heatmaps and feature distribution plots to visualize the
underlying behaviour of the IoT data.

e Algorithm Comparison: Displays comparative charts to identify the most effective model for
specific device categories.

9. Remote Prediction & Model Evolution: The architecture is built for long-term deployment in
dynamic IoT landscapes.

¢ Remote Workflow: Employs a client-server model that allows external loT nodes to send data
to the central server for real-time analysis.

¢ Continuous Learning: Enables the incorporation of new data to retrain models, ensuring the
system adapts as new types of IoT devices or behaviours emerge.

4. RESULTS ANALYSIS

The result analysis phase presents the performance outcomes of the implemented ML models for IoT
device classification. It evaluates how effectively the system predicts device categories based on the
processed dataset. Multiple models are trained and tested to compare their predictive capabilities under
the same conditions. Performance metrics such as accuracy, precision, recall, and F1-score are used to
assess model effectiveness. The results provide insights into how well each model handles data
complexity and class distribution. Comparative analysis helps in identifying the most reliable and
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efficient model for the given dataset. Visualization techniques are also used to interpret model behaviour

and performance trends.
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Figure 3: EDA Interface

Figure 3 illustrates the exploratory data analysis interface of the [oT device classification system, which
provides a comprehensive overview of dataset characteristics and statistical insights. The interface
presents key dataset metrics such as total rows, columns, numerical attributes, and memory usage,
enabling users to understand the data structure effectively. It displays detailed feature statistics including

mean, standard deviation, minimum, quartiles, and maximum values for multiple attributes. This allows
users to analyse the distribution and variability of each feature within the dataset. The interface supports

identification of patterns, anomalies, and data consistency, which are essential for further analytical

processing. It enhances data understanding and supports informed decision-making during the model

development process.
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Figure 4 (a) illustrates the confusion matrix of the DAE-Tree model, representing the classification
performance across different IoT device categories. The matrix shows a strong alignment between
actual and predicted classes, with diagonal values indicating correct classifications for all categories.
This reflects the model’s ability to accurately capture complex feature patterns and distinguish between

device types. The absence of misclassification values highlights the effectiveness of the hybrid approach
in learning both deep representations and interpretable decision rules. This visualization demonstrates
the robustness and reliability of the model in handling the dataset.

Figure 4 (b) depicts the ROC curves for the DAE-Tree model using a one-vs-rest approach for multi-
class classification. The curves show near-perfect performance, with true positive rates approaching
optimal values across all classes. The consistent curve behaviour across categories indicates strong
discriminative capability of the model. This suggests that the model effectively generalizes across
different device types without significant performance variation. The graphical representation confirms
the superiority of the hybrid model compared to other approaches.
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Figure 5: Single Device Prediction Interface

Figure 5 illustrates the device classification prediction interface of the loT analytical system, which
enables users to input device parameters and obtain classification results. The interface allows selection
of different ML algorithms, including the hybrid DAE-Tree model, for prediction tasks. It provides
input fields for various device-related features, facilitating structured data entry for real-time analysis.
The system processes the entered values and generates the predicted device category along with a
confidence score. It also includes guidance for users on how to perform predictions effectively, ensuring
usability and clarity. This component supports both single and batch prediction workflows, enabling
flexible interaction with the classification system.
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Figure 6: Batch Device Prediction Interface

Figure 6 illustrates the batch prediction interface of the IoT device classification system, which enables
users to upload datasets for large-scale prediction tasks. The interface allows users to select a preferred
ML algorithm and upload a CSV file containing device feature data. It processes multiple records
simultaneously and generates predictions for each entry in the dataset. The system displays summary
results including total predictions, algorithm used, and identified device categories. It also provides an
option to download the output file with predicted categories appended. This component supports
efficient bulk analysis and enhances scalability for handling large IoT datasets.

4.1 Comparative Analysis

The comparative analysis evaluates the performance of different ML models used for loT device
classification under the same dataset and experimental conditions. It provides a detailed comparison
based on key evaluation metrics such as accuracy, precision, recall, and F1-score. This analysis helps
in understanding how each model performs in terms of classification capability and generalization. By
comparing multiple algorithms, it becomes easier to identify strengths and limitations of individual
models. The analysis also highlights the impact of different learning approaches on prediction
performance. It supports the selection of the most suitable model for reliable and efficient classification.

Table. 3: Overall comparation table

Algorithm | Accuracy | Precision | Recall | F1-Score

GNB 0.8014 0.8736 | 0.8014 | 0.7872
MNB 0.7611 0.7988 | 0.7611 | 0.7638
DT 0.1889 0.1032x | 0.1889 | 0.1114

DAE Tree 1.0000 1.0000 | 1.0000 | 1.0000

The table 3 presents the comparative performance of different ML models used for IoT device
classification. It includes key evaluation metrics such as accuracy, precision, recall, and F1-score to
assess the effectiveness of each model. The GNB model achieves an accuracy of 0.8014, demonstrating
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strong probabilistic classification capability. The MNB model shows slightly lower performance with

an accuracy of 0.7611, indicating moderate effectiveness on the dataset. The DT model records a
significantly lower accuracy of 0.1889, reflecting its limitations in handling the given data distribution.
In contrast, the DAE Tree model achieves a perfect accuracy score of 1.0000, highlighting its superior
ability to capture complex patterns and deliver highly accurate predictions.

5. CONCLUSION

The research presents an efficient and intelligent framework for loT device classification using multiple
ML models integrated with a hybrid analytical approach. The system successfully processes structured
IoT data through preprocessing, exploratory analysis, and model training to achieve accurate
classification results. Comparative evaluation demonstrates that the hybrid DAE-Tree model
significantly outperforms traditional models such as GNB, MNB, and DT in terms of accuracy,
precision, recall, and Fl-score. The incorporation of advanced feature representation through the
autoencoder enhances the model’s ability to capture complex patterns in the data. The use of ADASYN
further improves performance by addressing class imbalance, leading to more reliable predictions. The
system also supports real-time and batch prediction, ensuring scalability and practical applicability in
dynamic loT environments. The integration of visualization and performance analysis tools improves
interpretability and user understanding. The framework achieves high classification accuracy and
demonstrates improved efficiency compared to conventional approaches. This research validates the
effectiveness of combining deep learning with interpretable models for enhanced IoT analytics.
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