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ABSTRACT 

The rapid digitization of healthcare through Electronic Health Records (EHRs) and interconnected 

medical devices has optimized service delivery but significantly expanded the cyber-attack surface. 

Traditional manual vulnerability analysis is increasingly inadequate for processing the vast volume of 

unstructured security logs and incident reports, leading to delayed threat mitigation. This study 

proposes an automated, Natural Language Processing (NLP)-driven framework for cyber-threat and 

vulnerability analysis within healthcare infrastructures. The methodology integrates Robustly 

Optimized BERT Pretraining Approach (RoBERTa) for deep contextual feature extraction, coupled 

with Adaptive Synthetic Sampling (AdaSYN) to address inherent class imbalances in security 

datasets. A comparative performance assessment was conducted using several classifiers, including 

the Greedy Tree Classifier (GTC), Tao Tree Classifier (TTC), and Gaussian Naive Bayes (GNB). 

Experimental results identify the GTC as the optimal predictive engine for determining threat 

categories and severity scores. The framework is deployed as a scalable web-based application, 

providing automated inference and real-time visualization of risk patterns. Our findings demonstrate 

that this transformer-based approach enhances the interpretability and accuracy of threat 

prioritization, offering a proactive security management solution for safeguarding sensitive medical 

ecosystems. 

Keywords: Healthcare cybersecurity, NLP, RoBERTa, Vulnerability analysis, AdaSYN, Threat 

prioritization, Machine learning. 

1. INTRODUCTION 

Digitization in the healthcare system provides many benefits including efficiency of the healthcare 

service delivery, cost-savings, patient safety and care quality. There is no doubt about the positive 

impact of digital transformation in the healthcare sector. However, despite these benefits, the adoption 

of digital technology provides many Cyber Security (CS) challenges that can pose any potential risks 

within the healthcare system. This massive technological transformation increases the attack surface 

where threat actors can exploit possible threats for any potential risk within the Health Care 

Information Infrastructure (HCII). In recent years, several successful CS attacks were reported in the 

healthcare sector: nearly 90% of healthcare organizations experienced a data breach in 2018. There 

are significant numbers of connected devices within the healthcare system and vulnerabilities within 

these connected devices can propagate to other parts of the network. An example are flaws found in 

Braun’s infusion pump or Medtronic insulin pump, that could pose potential threat to the patient 

health, or simulated attacks realized to pacemakers and implantable cardiac defibrillators. Medical 

Internet of Things (IoT) devices are currently considered critical vulnerabilities and sources of threats 

and risks in the healthcare domain. Furthermore, human factors have a crucial impact on the CS 

within Healthcare Organizations. For these reasons, there is a need to understand the threats and 

vulnerabilities within the healthcare system so that control actions can be identified to ensure security 
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of the system. However, analyzing threats and vulnerabilities in the healthcare sectors is a challenging 

task, due to the large number of published vulnerabilities and the difficulty in identifying the text that 

relates with potential threats within a healthcare system context. The large amount of unstructured 

Natural Language (NL) Cyber Security (CS) data related to the healthcare domain is often freely 

available on the Internet. More in detail, this textual data contains crucial and updated information 

related to the assets of the Healthcare Information Infrastructure (HCII) including threats, 

vulnerabilities, attacks, and other important CS information, which could be very useful to improve 

the protection of the HCIIs. It is often difficult to identify and extract the relevant information from 

such kinds of texts, which are usually available on blog posts, CS news websites, social media and 

other similar sources. In particular, the complexity of the NL can present polysemy, irony, long 

sentences and other issues, in addition to the peculiarities the technical language used CS domain, 

which uses many non-standard abbreviations or acronyms. 

2. LITERATURE SURVEY 

There are several recent works that focus on threat and vulnerability detection and analysis based on 

Machine Learning (ML) models. In Ghaffarian et al. [1], a survey of ML and Data Mining techniques 

to mitigate the damages of software vulnerabilities is presented. In Satyapanich et al. [2], a semantic 

schema to describe CS events was presented using Deep Learning-based Information Extraction (IE) 

pipeline to implement the automatic extraction of structured information about data breaches, 

ransomware and phishing attacks and the discovery and the patches of vulnerabilities. In Gao et al. 

[3], a data and knowledge-driven CS Named Entity Recognition (NER) method is presented, 

exploiting a Bidirectional Long Short Term Memory with Conditional Random Field (BiLSTM-CRF) 

architecture, including also a multi-head self-attention neural network with word embeddings trained 

on CS closed-domain texts to improve their effectiveness in conjunction with KBs, for the recognition 

of the details of the assets (application, vendor, version, etc.) involved in CS issues.  

Nikoloudakis et al. [4], a ML-based situational awareness framework is presented which is able to 

detect existing and newly introduced network-enabled entities in an IoT-based environment based on 

real-time awareness features provided by the Software-Defined Networking (SDN) paradigm, 

assessing them against known vulnerabilities, and assigning them to a connectivity-appropriate 

network slice. The authors of [5] developed software vulnerability detection as an NLP problem with 

source code treated as texts, addressing the automated software vulnerability detection using recent 

DL NLP models. They compared various DL models based on their accuracy and the best performer 

achieved 95% of accuracy. Furthermore, the proposed approach was also able to predict the 

vulnerability class of source codes.  

The authors of [6] presented an NLP DL-based architecture for the identification of relevant CS 

information, such as vulnerability exploitations, attack discoveries and advanced persistent threats. 

This architecture is composed of a word-embedding layer, a BiLSTM layer, and a CRF layer, 

concatenated with a further BiLSTM as output layer. The results of their experiments showed some 

improvements with respect to the baselines. The authors of one paper [7] presented a method to 

analyze the severity of CS threats analyzing the language of CS-related tweets through a DL 

approach. The experiments used a corpus of 6000 tweets containing the description of software 

vulnerabilities, annotated with the opinions of the authors toward their severity. The paper also 

presented a method for linking software vulnerabilities reported in tweets to CVEs and NVD KBs. 

The obtained results demonstrated a high-precision in forecasting high-severity vulnerabilities, also 

highlighting that reports of severe vulnerabilities extracted from online sources are predictive of real-

world exploits. According to [8], researchers need to deeply investigate ethical compliance even when 

the data seem to be public. Usually, in CS research the data are accessed and analyzed without the 
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informed consent of participants, but acquiring informed consent could be practically impossible with 

datasets containing hundreds of data. In the case of the experimental assessment presented in this 

work, there is no personal data included, so there are no ethical issues.   

The authors of [9] presented a method for NER in the CS domain that uses a model that integrates 

BERT and BiLSTM-CRF DL architectures, improving baseline performance. As per recent study 

showed that at least 20% of the medical device manufacturers experienced ransomware or malware 

attacks in the last 20 months. The authors of [10] proposed a cyber supply chain threat analysis that 

integrates Random Forest and XGBoost algorithms for the threat prediction. The work considers 

threat intelligence and predicts the Tactics, Techniques, and Procedures (TTP) deployed for a cyber 

attack, demonstrating high accuracy in their experimental assessment. The authors of [8] reviewed 

and compared different generic cyber risk assessment frameworks in the healthcare field, comparing 

them, discussing the methodology of assessment and the limitations associated with them. In [13] is 

presented SecureBERT, a Bidirectional Encoder Representations from Transformers (BERT) model 

trained on CS-domain large NL corpora, which outperforms other similar models in NLP tasks in the 

CS domain. The authors of [10] collected a large corpus of labeled sequences from Industrial Control 

Systems device’s documentation to pre-train and fine-tune a BERT language model, named CyBERT.  

3. PROPOSED SYSTEM 

The proposed system in Fi. 1 is an advanced pipeline designed for the NLP-based analysis of cyber 

threats and vulnerabilities in the healthcare ecosystem. It starts by preprocessing raw threat text using 

NLTK for cleaning and lemmatization, while simultaneously encoding the three target variables 

(Threat Category, Severity Score, Defense Mechanism). The core innovation lies in the use of the 

RoBERTa Transformer model to generate dense, context-aware embeddings from the text, effectively 

capturing semantic meaning that traditional systems missed. After balancing the imbalanced dataset 

using SMOTE, the rich RoBERTa features are fed into multiple supervised classifiers, primarily the 

GTC (Proposed Model), which is chosen for its balance of high predictive accuracy and crucial model 

interpretability, allowing the system to provide fast, accurate, and explainable threat classifications for 

actionable defense strategies. 

1. Data Acquisition and Dataset Loading: The system initiates with the Data Acquisition step, 

where the core dataset (Medical_Cybersecurity_Dataset.csv) is loaded into a pandas DataFrame using 

the upload_dataset function. This dataset contains the raw, unstructured text descriptions of cyber 

threats and the corresponding human-labeled categorical columns: Threat Category, Severity Score, 

and Suggested Defense Mechanism. The integrity of the dataset is checked immediately, and it is 

prepared as the primary source of truth for all subsequent NLP and ML tasks. 

2. Text Preprocessing and Label Encoding: Once loaded, the text data undergoes extensive Text 

Preprocessing to standardize the linguistic input. This critical clean_text pipeline involves lower-

casing the text, performing tokenization, removing common English stop words 

(nltk.corpus.stopwords), and applying WordNet Lemmatization to reduce words to their dictionary 

roots (e.g., 'hacking' to 'hack'). Simultaneously, the three categorical target columns are separated and 

converted to numerical integers via LabelEncoder. The processed text is then consolidated into a 

single input column (X), while the encoded labels (Y_dict) are stored alongside the original encoders 

for later inverse transformation. 

3. Deep Contextual Feature Extraction (RoBERTa Embeddings): This step leverages the state-of-

the-art RoBERTa Transformer model for feature engineering. The preprocessed text is input into 

RoBERTa, which converts the documents into high-dimensional, dense numerical vectors known as 

embeddings. This process captures the deep semantic meaning, context, and relationships between 
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words, allowing the models to understand nuances that traditional keyword-based systems miss. The 

embeddings are aggregated, typically using mean pooling, to create a single fixed-size feature vector 

(X) for each text document, which is then cached to ensure training efficiency. 

 

Fig. 1: Proposed system architecture of transformer-based cyber threat detection and vulnerability 

assessment. 

4. Data Balancing and Stratified Train/Test Split: To counteract the inherent class imbalance in 

cyber security data, a critical balancing technique is applied. The RoBERTa feature vectors are 

simultaneously oversampled and then subjected to SMOTE (Synthetic Minority Over-sampling 

Technique), which generates synthetic data points for the minority classes, ensuring the training data 

is balanced for each of the three classification tasks. Following balancing, the data is split into 80% 

training and 20% testing sets using train_test_split with stratification, which ensures that the class 

proportions are maintained in both the training and testing datasets. 

5. Multi-Algorithm Model Training and Selection: Multiple machine learning classifiers, including 

KNN, GNB, and two Interpretable Decision Trees (TTC and GTC), are trained independently for each 

of the three targets. This comparative approach allows for the selection of the best model. Since GTC 

(Proposed Model) offers both high performance and the crucial benefit of interpretability (essential 

for security analysts), it is highlighted for deployment. Trained models and their configurations are 

saved using joblib. 

6. Performance Evaluation and Real-World Inference: The trained models are rigorously 

evaluated on the unseen test data. A custom Metrics Calculator class computes standard performance 

metrics (Accuracy, Precision, Recall, F1-Score) and a Graph Plotter visualizes the results. Finally, the 

selected GTC is used to perform inference on new test data, which must pass through the exact same 

feature extraction pipeline. The numerical predictions are then immediately converted back into 

human-readable labels using the stored inverse transform function of the original Label Encoder 

objects, producing an actionable final report. 

4. RESULTS AND DISCUSSION 

Fig. 2 shows count-distribution plots illustrate the balance of samples across the target labels in the 

dataset, showing how instances are distributed for Threat Category, Suggested Defense Mechanism, 

and Severity Score. The Threat Category plot indicates a relatively even spread of records across four 
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classes, with classes 1 and 2 having slightly higher representation compared to classes 0 and 3, 

suggesting a near-balanced but mildly skewed dataset. The Suggested Defense Mechanism 

distribution also appears balanced across four classes, with only small variations in class frequency, 

which supports fair model learning without strong class dominance. Meanwhile, the Severity Score 

plot shows five classes with moderately varied counts, where class 1 has the highest frequency and 

class 2 has the lowest, but the difference is not extreme enough to cause severe imbalance. Overall, 

the distributions across all three target variables suggest that the dataset is generally well-balanced, 

enabling reliable model training and reducing the likelihood of bias toward any particular class during 

prediction.  

 

Fig. 2: Count plots for all the three categories. 

Table 1: Performance evaluation obtained using RoBERTa-WE TTC, KNN, GNB and proposed GTC 

models for Target “Threat Category”. 

Algorithm Accuracy  Precision  Recall  F1-Score  

RoBERT-WE TTC [Threat Category] 43.659 47.661 43.657 42.611 

RoBERT-WE KNN [Threat Category] 91.942 91.948 91.944 91.912 

RoBERT-WE NBC [Threat Category] 34.941 34.971 34.938 34.896 

RoBERT-WE GTC [Threat Category] 99.472 99.471 99.472 99.471 

 

Table 1 presents a performance comparison of four machine learning models—TTC, KNN, GNB, and 

the proposed GTC—for classifying the target “Threat Category” using RoBERTa word embeddings 

(RoBERT-WE). Evaluation metrics include Accuracy, Precision, Recall, and F1-Score, expressed as 

percentages, to reflect both correctness and reliability of predictions. The results show that the GTC 

achieves the highest performance across all metrics, demonstrating its superior predictive power and 

interpretability in healthcare cybersecurity threat detection. KNN also performs well, exceeding 91% 

on all measures, while TTC and GNBC exhibit lower scores, indicating limitations of global 

optimization and naive feature independence in high-dimensional RoBERTa embeddings. Overall, the 

table highlights the effectiveness of combining transformer-based embeddings with tree-based models 

for accurate and transparent threat classification. 

Table 2 summarizes the performance of four models—TTC, KNN, GNB, and the proposed GTC—in 

predicting the target “Severity Score” using RoBERTa word embeddings (RoBERT-WE). Metrics 

include Accuracy, Precision, Recall, and F1-Score, providing a comprehensive evaluation of both 

correctness and reliability. The GTC demonstrates the highest performance across all metrics, 

achieving near-perfect scores and indicating its effectiveness in accurately assessing threat severity. 
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KNN also performs well with over 95% across measures, while TTC and NBC show significantly 

lower performance, highlighting the limitations of global optimization and naive probabilistic 

assumptions when handling high-dimensional RoBERTa features. 

Table 2: Performance evaluation obtained using RoBERTa-WE TTC, KNN, GNB and proposed GTC 

models for Target “Severity Score”. 

Algorithm Accuracy  Precision  Recall  F1-Score  

RoBERT-WE TTC [Severity Score] 34.002 56.660 34.016 28.840 

RoBERT-WE KNN [Severity Score] 95.499 95.516 95.498 95.501 

RoBERT-WE GNB [Severity Score] 34.307 34.414 34.301 34.069 

RoBERT-WE GTC [Severity Score] 99.574 99.577 99.574 99.574 

 

Table 3: Performance evaluation obtained using RoBERTa-WE TTC, KNN, GNB and proposed GTC 

models for Target “Suggested Defense Mechanism”. 

Algorithm Accuracy  Precision  Recall  F1-Score  

RoBERT-WE TTC [Suggested Defense Mechanism] 41.448 42.365 41.451 40.213 

RoBERT-WE KNN [Suggested Defense Mechanism] 91.379 91.450 91.380 91.397 

RoBERT-WE GNB [Suggested Defense Mechanism] 38.069 38.831 38.070 38.202 

RoBERT-WE GTC [Suggested Defense Mechanism] 99.862 99.863 99.862 99.862 

 

Table 3 presents the performance evaluation of TTC, KNN, GNB, and the proposed GTC in 

predicting the target “Suggested Defense Mechanism” using RoBERTa word embeddings (RoBERT-

WE). The evaluation metrics—Accuracy, Precision, Recall, and F1-Score—highlight both the 

correctness and reliability of each model. The GTC outperforms all other models, achieving nearly 

perfect scores across all metrics, demonstrating its effectiveness in accurately recommending defense 

mechanisms for healthcare cybersecurity threats. KNN shows strong performance as well, while TTC 

and GNB lag behind, indicating challenges in handling complex, high-dimensional RoBERTa 

embeddings with these approaches. 

5. CONCLUSION 

The research successfully demonstrated an advanced NLP-based analytical framework for identifying 

and assessing cyber threats and vulnerabilities within the healthcare ecosystem by leveraging state-of-

the-art transformer-based feature extraction and interpretable machine learning models. By utilizing 

the RoBERTa model for semantic embedding generation, the system effectively captured contextual 

relationships in cybersecurity textual data, enabling high-quality numerical representations for further 

classification. The integration of GTC and TTC provided both strong predictive performance and 

transparent decision-making processes, while the inclusion of GNB offered a comparative 

probabilistic baseline. The developed preprocessing pipeline ensured clean and meaningful textual 

inputs through tokenization, lemmatization, and noise removal, significantly improving model 

robustness. Additionally, the web-based Django interface allowed seamless user interaction, real-time 

dataset uploads, and automated prediction visualization, making the system practical for real-world 

cybersecurity analysis. The model accurately predicted threat categories, severity levels, and 
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appropriate defense mechanisms, supporting proactive security decision-making in healthcare 

environments. The approach effectively addressed the complexity and imbalance present in 

cybersecurity datasets by incorporating structured feature engineering and scalable model handling. 

The research highlights the potential of combining deep contextual embeddings with interpretable 

machine learning for enhancing cyber threat intelligence, improving situational awareness, and 

strengthening the resilience of healthcare digital infrastructures against evolving cyber risks. 
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